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Introduction

The Internet and other digital and information technologies are greatly beneficial tools to
children’s learning but children need to be aware of how to use these tools appropriately
and safely. This digital safety policy highlights how Glade Hill Primary and Nursery
believes that every child should have the right to a curriculum that champions excellence;
supporting pupils in achieving to the very best of their abilities. We understand the
immense value technology plays not only in supporting the Computing and whole school
curriculum but overall in the day-to-day life of our school. We believe that technology can
provide: enhanced collaborative learning opportunities; better engagement of pupils;
easier access to rich content; support conceptual understanding of new concepts and can
support the needs of all our pupils.

This policy should be read in conjunction with other relevant school policies such as
Safeguarding & Child Protection, Use of Al, Equality, Curriculum, SEND and Assessment
policies. The policy has been developed by the Computing Leader (Miss Roome) in
consultation with the Lead DSL for Filtering and Monitoring (Niki Lineker), SENCO,
Leadership Team and teachers. Guidance from consultants and pupil, parent and staff
voice questionnaires have shaped and will continue to help shape this policy. This policy is
based on government recommended/statutory programmes of study, particularly those
from the Filtering and Monitoring Standards for Schools and Colleges guidance (DFE
updated 2026). Due to the fast pace of technology innovation and constantly emerging
trends, it is recommended that this policy is reviewed, at minimum, at the start of every
academic cycle or more regularly in light of any significant new developments in the use of
new technologies, new threats to digital safety or incidents that have taken place.

1 Roles and Responsibilities

Digital safety is an integral part of the safeguarding duties we have to our pupils at Glade
Hill Primary School; we place a high importance on all staff and governors taking
responsibility for educating and modelling to pupils the safe use of all devices both within
and outside of school. As Digital Safety is an important aspect of strategic leadership
within the school, the Headteacher and governors have ultimate responsibility to ensure
that the policy and practices are embedded and monitored. We acknowledge the
importance of our pupils taking responsibilities for safe use, and having the opportunity to
contribute to relevant policies.

We have assigned the following key roles to ensure the delivery and maintenance of
effective filtering and monitoring systems:

Designated Safeguarding Governor:

Mr Rupert Boddington

Lead DSL for Filtering and Monitoring:
Mrs Niki Lineker

Computing Lead:
Miss Jaimieleigh Roome



Outlined below are the roles and responsibilities for all:

Governors:

Ensuring school has relevant and up to date policies in place regarding Digital
Safety and a Lead DSL for Filtering and Monitoring

Review policies annually and in response to any Digital Safety concern/ incident
review the effectiveness of the policy when managing such incidents with the
Headteacher, DSL and Computing Lead.

Undertake basic cyber security awareness training and support school cyber security
oversight.

To support the school in encouraging parents and the wider community to become
engaged in online safety activities.

Designated Safeguarding Governor:

Liaise with DSL and Computing Lead to understand the role Digital Safety plays in
safeguarding within school, its role within the curriculum, how it is taught and
planned for.

Through regular review, assess the effectiveness of filtering and monitoring with
SLT, DSL and IT provider, in line with DfE standards.

Ensure Digital Safety is on the agenda and discussed at regular governors
meetings.

Headteacher:

Overall responsibility for Digital Safety as a safeguarding issue, ensuring that
policies and procedures are embedded, although day to day running will be
delegated to the Computing Leader and DSL.

Ensure opportunities for Digital Safety training throughout the school are planned
for, up to date and appropriate to the recipient, i.e. students, all staff, senior
leadership team, governing body and parents.

Ensure there is at least one DSL in school who has appropriate training to report
and manage E safety incidents.

Ensuring all E-Safety incidents are dealt with promptly and appropriately in line with
school policy.

To be aware of procedures to be followed in the event of a serious online safety
incident.

Ensure suitable ‘risk assessments’ are undertaken so the curriculum meets the
needs of pupils, including the risk of children being radicalised.

To ensure the school website includes the relevant information.

Lead DSL for Filtering and Monitoring:

Be the first point of contact for anyone reporting an E-Safety safeguarding issues,
ensuring the incident is logged on the correct form: Online Safety Incident Form
(see Appendix 1) and dealt with according to school policy.

To liaise with and inform the Headteacher, other DSLs and Computing Lead of any
E-Safety incidents and provide Lead Governor with termly incident reports and
updates where necessary.



o Ensure Digital Safety concerns/incidents are on the agenda for fortnightly
safeguarding meetings with DSLSs.

o Liaise closely with the Computing Lead regarding record keeping and logging of E-
Safety incidents or ineffective filtering.

o Liaise with the Local Authority and relevant agencies.

e To be responsible for ensuring that all staff receive suitable training to carry out
their safeguarding and online safety roles.

e Ensures they are regularly updated in online safety issues and legislation, and be
aware of the potential for serious child protection concerns.

Computing Lead:

e Ensure that online safety is embedded within the curriculum.

« Liaise with Designated Safeguarding Governor to monitor effectiveness of the
Digital Safety policy and implementation of the Digital Safety curriculum across
school.

« Monitor the effectiveness and impact of the Digital Safety policy and curriculum
across school, reporting back to staff and governors.

« Keep up to date with the latest risks to children whilst using technology; familiarising
themselves with the latest research and available resources for school and home
use.

« Ensure an up to date Digital Safety policy, which is reflective of current legislation
and best practice, reviewing in response to any E-Safety incidents bringing any
concerns to the attention of the Headteacher and Lead DSL.

o Advise the Headteacher, Governors and staff on Digital Safety matters and best
practise through INSET and staff meeting training, ensuring staff have full
awareness of current guidelines and requirements.

o Engage with parents and school community regarding Digital Safety matters,
develop a parental awareness programme including updating regularly the Digital
Safety pages of the website with the most current advice and work from the
children.

o Liaise with the local authority, IT technical support and other agencies as required
e.g. ensuring any technical E-Safety measures in school (e.g. Internet filtering
software) are fit for purpose.

o Liaise with Lead DSL and share responsibility for the Digital Safety incident log and
iPad usage logs and ensure staff know what to report, how and where.

SCHOOLS IT technical support:

« Provide a technical infrastructure to support Digital Safety practices.

e Ensure the IT technical infrastructure is secure and the network and server are
secure.

e Ensure the anti-virus is fit-for-purpose, up to date and applied to all capable
devices.

o Ensure Windows (or other operating system) updates are regularly monitored and
devices updated as appropriate.

« Ensure any Digital Safety technical solutions such as Internet filtering are operating
correctly.



Ensure filtering levels are applied appropriately and according to the age of the
user; that categories of use are discussed and agreed with the Lead DSL and
Computing Lead.

Passwords for staff will be a minimum of 8 characters (and will be alphanumeric).
Two factor authentication is set up on all staff emails.

The IT System Administrator password is to be changed on a monthly (30 day)
basis and is only kept by IT support not staff members.

That the use of school technology and online platforms are regularly monitored and
that any misuse/attempted misuse is reported to the Headteacher.

They will also work with the senior leadership team and Lead DSL to procure
systems, identify risk, carry out reviews and carry out regular checks.

Provide the Lead DSL with timely filtering reports.

All teachers and support staff:

Safeguarding pupils when using devices is the responsibility of all. They will:

Ensure the safe use of devices by all pupils and ensure pupils are supervised at all
times.

Deal with Digital Safety issues as soon as they become aware of them and know
how to report concern or incidents to the Lead DSL.

Ensure they follow all policies including the Digital Safety Policy, acting as a model
of safe and responsible use of technologies and the internet to pupils.

Adhere to acceptable use policies and the Staff Code of Conduct, with particular
regard to the use of devices, systems and passwords and have an understanding
of basic cybersecurity

Take responsibility for the security of data.

Develop an awareness of Digital Safety issues and how they relate to pupils in their
care.

Model good practice in using new and emerging technologies.

Teach Digital Safety regularly as part of the Computing, PSHE and Glade Hill
Curriculum.

Follow all relevant guidance and legislation including, for example, Keeping
Children Safe in Education and UK GDPR regulations

All digital communications with learners, parents and carers and others should be
on a professional level and only carried out using official school systems and
devices

Where staff use Al, they should only use school-approved Al services for work
purposes and verify / fact check outputs for accuracy/bias before use.

Be aware of the benefits and risks of the use of Artificial Intelligence (Al) services in
school, being transparent in how they use these services, prioritising human
oversight. Staff should disclose Al usage in external communications/publications
e.g. “This email/document contains content generated by Al. It has been reviewed
for accuracy.”

Al should assist, not replace, human decision-making. Staff must ensure that final
judgments, particularly those affecting people, are made by humans, fact-checked
and critically evaluated.



See Appendix 2 for Safe Use of Devices children and staff posters which are to be
displayed in every classroom and learning space.

2 Teaching and Learning

2.1 Why the internet is important

The purpose of Internet use in school is to raise educational standards, to promote
pupil achievement, to support the professional work of staff and to enhance the
school’s management functions. Internet use is part of the statutory curriculum and
a necessary tool for learning.

Pupils use the Internet widely outside school and will need to learn how to evaluate
Internet information and to take care of their own safety and security. Information
will be provided to parents about how to educate and support their children with
safe internet use- see parents guides.

2.2 Internet use will enhance learning

The Internet is an essential element in 21st century life for education, business and
social interaction. The school recognises it has a duty to provide pupils with high-
quality internet access as part of their learning experience in school and prepare
them to make safe and effective use out of school.

The school Internet access is designed expressly for pupil use and includes filtering
appropriate to the age of pupils.

Pupils will be taught what Internet use is acceptable and what is not and given clear
objectives for Internet use.

Staff will guide pupils in online activities that will support the learning outcomes
planned for the pupils’ age and maturity.

Pupils will be educated in the effective use of the Internet in research, including the
skills of knowledge location, retrieval and evaluation.

Pupils will be taught to become responsible, respectful and competent users of
data, information and communication technology.

Pupils will be equipped with skills, strategies and knowledge that will enable them to
reap the benefits of the online world, whilst being able to minimise the risk to
themselves or others.

Scheduled pupil voice sessions and learning walks steer changes and inform
training needs.

2.3 Pupils will be taught how to evaluate Internet content

The school will ensure that the use of Internet derived materials by staff and pupils
complies with the copyright law.

Pupils will be taught research techniques including the use of subject catalogues
and search engines and be encouraged to question the validity, currency and
origins of information.



* Pupils should compare web material with other sources and be able to evaluate
which is more useful. Effective guided use will also reduce the opportunity pupils
have for exploring unsavoury areas.

* Pupils will be taught how to think critically about what they see online, including how
to check reliability and accuracy and the role of Al-generated content.

« All pupils will be taught that if they access any information or images which they
think are inappropriate or make them uncomfortable, they should close the page
and report the incident immediately to the teacher who will pass the report onto the
Lead DSL for Filtering and Monitoring and the Headteacher.

2.4 Digital Safety Curriculum

Please find below a copy of our Digital Safety programme of study within our Computing
curriculum. This is taught through a sequential and progressive programme of work using
the Purple Mash 2BeSafe: Being Safe in a Digital World scheme of learning.

2BeSafe is an online safety scheme of work, published by 2Simple, to meet the guidance
set out within the Department for Education’s - Education for a Connected World. The
Education for a Connected World framework outlines eight key areas which seek to equip
children and young people for digital life and the digital world. 2Simple’s 2BeSafe offers a
comprehensive coverage of these requirements for primary schools starting from
Reception up to Year 6.

Units covered:

Self-Image
and
Identity

Managing Health,
Information ‘Well-being
Online and Lifestyle

Online Online Online
Relationships Reputation Bullying

Privacy Copyright and
and Security Ownership

As well as this, Digital Safety is also integral to our PSHE Curriculum and this is taught
though different themes throughout the year. Cyber bullying is a strong element of
discussion on annual anti-bullying weeks as well as whole school assemblies throughout
the year.

Below are the objectives covered in the 2BeSafe scheme of work:



EYFS:

Lesson 1

Lesson 2

Self-Image and Identity Online Relationships L

Online Reputation |

Health, Wellbeing and

Privacy and Security

| Managing Onl

| |_Copyright and Ownership

Tcan recogrise, arine or offline.
that aryone can say ‘ot please
stop’ | 1l ell# 41l ask to
sormebody who makes thern feel
sad, Lncomiortable, embarrassed
or upset.

| can recagrise some waps in
whichthe intermet can be used o
cormmunicate.

I can idenify ways that | can put
information on the intermet.

1 can describe ways that some
peaple can be unkind orline.

1 can ideriify rules that help keep
us safe and healihyin and
beyondthe home when using
technology. | can give some
simple examples of these rules.

1 can ickenify some simple
examples of my personal
information (e.g. name, address,
birthday, age, location)]

I can talk about how to use the
internet a3 a way of finding
information anline.

1 know that work | create belorgs to
me.

Year 1

Lesson 1

Lesson 2

Lesson 3

Lesson 4

Lesson 1

Lesson 2

Lesson 3

Lesson 4

Lesson 5

Lesson 6

Lesson T

Self-Image and Identity

1 can give examples of how |
(mighi] use technolagy o
commuricate with people | know.

Online

| ean offer examples of how this
can make others feel

Online Bullying

| Health. Wellbeing and

Tcan describe who would be
trustworthy to share this
inforrmation with; | can explain whyl
they are trusted

| canidentify devicss | could use
to access information or the
internet

| eanname my wark sa that others
know it belongs to me.

Privacy and Security

| Managing Online

Copyright and Ownership |

| Online Reputation

I can recognise that there may be
people online who could make
someone feel sad, embarrassed or
upset.

I can give examples of when|
stiould ask permission to o
something orline and explain why
this is irpartar.

| can recognise that irformation can|
stay orline and could be copied.

1 can describe how to behave online|
inwaps that do not upset otkers
and can give examples.

1 cam explain ules to keep myself
safe when using technology both in|
and beond the home.

1 can explain that passwords are
Usedto protect irformation.
accounts and devices.

I'can give simple examples of how
to fird information using digital

I can explain why work | create

gies. 2.0 o
voice activated searching)

using ay belongs to me.

IF something happens that makes
e feel sad, worried, uncornfortabie|
or frightened | can give examples
of when and how to speak to an
achlt| can trust and how they can
help

1 can use theintemt with adult
support to commrnicate with
people | know (€. video call apps
or services)

I can describe what information |
should ret put orline without
asking atrusted adultfirst

~image and Identity

I can explain why itis important to
be considerate and kind to pecrle
arline and to respect their chaices.

T can explain why things one
person finds Funny or sad erline
sy not always be seen inthe

same way by others

Online

e Reputation

Health, Wellbeing and

| can recogrise more detailed
exarniles of information that is
personal to someane (&.g where:
somenne lives and goes to school,
farmily names).

1 ko understand that we can
enceunter a rangs of things orline
including things we like and dort
like as well as things which are real

or make believe /a joke.

| can say why it belongs to me (e.g.
A designed it or 1 filmed it").

can explain whyitis important to
alnays ask a lrusted aclult befors
sharing any persenal infarmation
arline, belonging to myself or
oltrers

1 ko how to get help fram 2

truisted adult if we see contert that

akes L Fesl sad Uncorfortatle
worried or frightened

1 can save my work under & suitable|
title { nare o that athers know it
belongsto me [2.g. filename, name
on content].

Privacy and Security

| Managing Online

| undierstand that work created by
athers does not belongto me even
iF| save a copy

| | Copwright and Ownershin |

I lain how other people

2an give examples of haw
someone might uss technalogy ol

maylook and act differenty online|

don't also knaw offfine and

1122 explain how information put
arline about someane can last for

1 can explainwhat bulyingis, how
people may bull thers and haw

TGan enplai simple guidance Tor
usingtechnelegy i diferent
environmerts and setlings =.0.
accessing online technologies in
public places andthe hame

loan explain how passwords can
be used o protect informarion,

I can use simple keywardsin
search engines

|aanrecognise that content on
the inteinet may belong ta ather

andoffline. enplain why this might be risky. alongtime. bullying 2an make someane feel. aceounts and devices, people
environment. | 2an say how those
(2.5, ema, online gaming, a pen-
rules ! guides can help anyone
palin another schacl  cournmy).
Tean give sxamples of Zsues Tean demorstrate how to
line th I Pl i lean anyons’s |zan explain why anyone who I zan explain Pl navigate a simple webp: )
£ i . o | ean deseribe why cther people’s
feel sad. worried, uncomforable betore sharing things sbout onlirs bessen iz nat o of whatis meant by private” and toinformation | need (e.g. home, K bel 1o th
| i workbelongs tathem.
orfrightened; | ¢an give enamples myzelf o others online. by others. blame. keeping things private forw ard, back buttons; links, tabs.
of how th el d
| zan explain what voice activated
| can describe diferent ways to I ety I can describe and explain some. i
Tknow something how anyone searchingis and how it might be.
askfor, give, or deny my ) rules for keeping personal
- g can get " used, sndknow itiz not a real
permission orline and can identify information private (.. creating
consent o if it is inearrest. help. personle. . Alena, Google Now,

who can help me | am not sure,

Toan evplain whyThave arghiio

say e’ or  nill have to ask
someone’. | oan explain whe can
help me i lfesl under pressure o
agree to something | am ursure
sbout or don'twant o do.

Toan idendfy vho can helome

samething happens online
without my gensent

| can explainhow it may make

athers el if| danot ask their
permissian orignare their ansuers
before sharing something about
them orline.

Toan explainnhy | should 2k 2ys

ash a trusted adult before clicking

& o fac

-cept” online.

and proteeting passuords),

Sir)

may have devices in their hame=
connectedta the intemet and
give examples (e.g. lights. ridges.
tays, televisions)

Ioan explain
betweenthings that are
imaginary, made up’ ormake
believe’ and things that are ‘e”
orfreal.

Toan euplain nhy some

infarmation find cniine may not

be realortiue.



<
®
Q
=
w

| can explain whatis meant by the

Lesson 1
term iddenity.

have similar likes and interests
can get together orline.

| can explain how o search for
information about othere orline.

behave towards other people
orline and why this is important

body, relationships: | can give
some examples of both positive
and negalive asivities nhere tis
easy to spend a lot of time
engaged (.9, doing homewerk,
games. films, videos]

For ereating and kesping
passwords privale.

phrases in search engines to
gather accurate information
online

mage and Identity | | Online i | | Online Nl Online Bullying | |_Health. Wellbeing and | |/ Privacy andSecurity" | |  Managing Online | | Coppright and Ownership
1 ¢an explain why spendinateo
uch time using techrology can
sometimes have a negalive impact|
o | can demansirats s o ek 1 can explain why copsing
| can describe ways people who | can describe sppropriate ways to ENCRYARHAC, b ELh | can describe simple strategies EINCEMEERDITIN D EEALY someone else’s work from the

internet without permission st
feir and can explain what
problems this might catise.

1 can explain how people can
represent themselves in different
ways anline.

Lesson 2

1 can explain what it means to
“know someane’ online and why
this might be differen from
knawing someane offline.

1 can give examples of what
anyone may or may not be willing
to share about themselves online. |
can explain the need to be carsful
befare sharing anything personl,

| can give examples of haw

bullying behaviour could appear

oniine and haw semeane can get
support

Tcan explain why some orline
aciivities have age restrictions,
whyitisimportant to Fol low them
andkrowwho| can tak toi
athiers pressure me to watch or do
something online that makes me
feel uncorrfortable [e.0. age
restricted gaming or web sites)

I can give reasons why someone
should orily share information with
people they choose to and can
trust | can explain that if they are
ot sure or feel pressuredthen
they shouild tell atrusted aduit.

1 can explain what autocornplete is
and how to choass the best
suggestion

1 can explain ways in which
someone might change their
idertity depending on what they
are doing online (e.g. gaming:
using an avatar; sacial media) and
why.

Lesson 3

Tean evplain whal s meart B
‘trusting someone online”, why
this is different from “liking
someane enling’, and whyitis
important to be careful sbout who
1o rust orline including what
information and content they are
trusted with.

I can explain who someane can
askif they are Unsure about
putting something orline.

Lesson 4

Lesson 5

Lesson 6

Year 4

1 can explain why someore may
change their mind sbout irusting
anyone with something if they Feel
nervous. uncomfortable or
worried.

I can explain how someone’s
feelings can be hurt by whatis
said or writien online.

Tcan explain the importance of
Giving and gaining permission
before sharing things enline; hew
the prirciples of sharing orline is
the same as sharing offline e.g

sharing images and videos.

| can describe how comrected
devices can collect and share
anyone’s information with olthers.

1 can explain how the irternet can
be used o sell and buy things.

Tcan explain the differerce
between a belief’, an ‘opinion’
and a fact and can give
examples of how and nhers they
might be shared onlire. =.g. in
videos, memes, posts, news
stories ete.

1 can explain that not all opinions
shared may be accepted as trus or|
fair by others (.. monsters under|

| can describe and demoristrate
how we can get help from &
trusted adultif we see content that
rnakes s feel sad, uncomfortable
worried o Frightened.

| Dnline Ry

ion

Online Bullying

Health, Wellbeing and

Privacy and Security

Online | | &

and Ownership_|

Lesson 1

Lesson 2

Lesson 3

Lesson 4

Lesson 5

Lesson 6

lean describe how tofind out
information about athers by
searching online.

Ican recognise when someane is
upset, khurt or angry online.

| oan enplain how using
technology can be a distraction
from ather things, in both a positive.
and negative way.

| zan describe strategies for
keeping personal information
private, depending on contest

| can analyze information to make
ajudgement about probable
acouracy and lunderstand why it
isimportant to make myown
decisions regarding content and
that my decisions are respected
by athers.

when searching on the intemnet for|
content to use, | can explain whyl
needto consider who owns it and

whether | have the right ta reuse it.

| can explain w ays that some of the|
information about anyone anline
could have been created, copied
of shared by athers,

| zan desciibe ways people can be
bullied thicugh arange of media
[e.g. image. video. tewt. chatl.

| can identify times or situations
when someons may need ta limit
the amount of time they use
rechnology .. | can suggest
strategies to help with limiting this
time.

| can esplain thatintemet use is
never fully private and i
monitored, e.g. adult supervision.

lcan describe how to search far
infarmation within 2 wide group of
technologies and make &
judgement about the probable
accuracy(e.g. socialmedia,
image sites, video sites).

| can give some simple examples
of content which | must not use
without permission from the owner,
e.g. videos, music, images.

| can erplain why people need o
think carefully about how content
they post might affect athers, their
feelings and how it may affect how
others feel about them [their
reputation].

lzan desciibe how some online
services may seek conzent to
store information about me; | know
how tarespond apprapriately and
wholcan azk if | am not sure,

lzan describe some of the:
methods used to encourage
people to buy things online (2.,
adventising offers; in-app
purchases, pop-ups] and can
recognise some of thess when
they appear online.

Iknow what the digital age of
wonsent is and the impact this has
on orline services asking for

consent.

Toan explain why Iots of people
sharingthe same opinions or
beliefs online do not make those
opinions or beliefs tue.

| can explain that technology can
be designedto act like ar
impersonate living things [e.g
bots] and describe what the
benefits and the risks might be.

|2an explain what is meant by fake
news e.g. why some people will

create staries of alter phatographs
and put them online to pretend
something is true when it izn’t.




Year 5

Self-Image and Identity Online Relationships Online Reputation L

Health, Wellbeing and

Privacy and Security

| Managing Online InFormation |

|__Copatight and Ownership

| ean give evamples of

can
be copied, modified or altered.

forms af
cammunic-ation (.9, emaiiz,

I can search for information about
anindividual online and summarise

can
affect health

warld and ¢an deseribe some of

positively (¢.2. mindfuiness 3pps)

i and demonstrate howto crete

1 cn explain the benefits snd
tions of using different types
of search technologies &9, voice-
ctivation search engine. | ¢n
&aplain how some technology can

Iean assess and justity when tis
scceptable touse the work of

responsible choices sbout having
an online identity, depending on
contest

whamay want to dome or my
Hriends harm. | can reccgnise that
this is ot my f our Fault.

others to make judgments sbout an
individul and why these may be
ineorect

teasing (including ‘banter”] might be
experienced by others 35 bullying

or aduice to promate health and
wellbeing with regards to
technalogy

information (e g. fiends, contacts,

likes, images, videos, voice,
messages, gealnsation) with
others

sceptical” | can give sasmples of
when and

the Information found. one. others
memes and GIFs), those differences, and negatively. limit the information | sim presented
with & g, woice-activated searching
giving one result.
I o OS—— Toan erplain ow manyfree apps or
lean demonstrate how to maks P strategies.tips | | services may read and share private. | ples of content that
pecple online bout canbe usedby
perceives as playful joking and

i permitted to be reused and know
how this

ssosptical.

anline,

Year 6

Lesson 1

Lesson 2

Lesson 3

Lesson 4

Lesson 5

| Sel

Image and Identity

1 can describe some of the wags
pecple may be involvedin online
communities and desoribe how they
might collaborate constructively
with others and make posi
contributions. (e.q. gaming
communities or sonial media
araups]

1an explain how somenne can get
helpif they are having problems and
identify when totell atrusted adult

1ean demenstrate how to support
others (including those who are
having difficultes) eniine

Onl

16an explain how anyane san get

help f they are being bullied oniine:

andidentify when to tell a trusted
adult

I recognise the benefits and risks of
acvessinginformation about health
and welkbeing online and how we
should balance this with talking to
trusted adults and professionals,

1 6an explain what app permissions
are and oan give some examples

16an evaluate digital content and
an explain how to make choices
about what s trustworthy e.q
differentiating betueen adverts and
search resuls.

leanidentify arange of waysto
report concerns and acoess
support both in school and at home:
about online bulling

Ie3n explain how and why some
3pps and games mayrequest o
take payment For additional content
(e.0.in-app purchases, loothoxes)
and explain the importance of
seeking permission from a trusted
adult before purchasing

| oan enplain haw ba block abusive
users.

Lean deseribe the helpine services
which can help people experiencing
bullying, 2nd how to access them
[2.g. Childiine or The Mis).

| Health, Wellbeing and

Privacy and Security
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Copyright and Ownership
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evahuate anline contentrelating 1o
gender, race, religian, disahilty,
culture and other groups, and
enplainwhyitis important 1o
challengs and refect inappiopriate

Ican ssplain how sharing
something onling may have an
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negatively.

lan deseribe how 1o capture
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fe.g. PEGL BBFC. parertal
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and how to support them if others
dongt

I2an explain srategies anyone
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repert anline bulying in differenc
contents.

Inecagrise and oan discuss the

Ioan demanstrate how tamake
d
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| lost or stolen
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and how they

software

[ounent and future use].

2., auo
updates

|can describe how some anline
infermation aan be opinion and
canaffer enamples.

Ican assess and action diferent
strategies tolimit the impact of
rechnalogy on health (=.. night-
shift made, regular breaks, comest

|can desaribe simple ways to
increase privacy on apps and
setvices that provide privacy

Ican explain how and why some
peaple may present ‘opinions” as
Facts’; why the popularty of an
opinian or the personalities of
thase pramating it doss not

o
posture, sleep, diet and exercisel i ey, e
perhaps evenlegal
andp
o2 describ hel encounte t e (2.2
. r g d*adtargeting and
scams, phishingl targetingfor Fake news).




3 Managing Internet Access

3.1 Information system security

» School computing systems capacity and security will be reviewed regularly.
* Virus protection will be updated regularly

3.2 Email

« E-mail is an essential means of communication for staff.

» Currently pupils do not have school email accounts. Class email accounts are used
in each class.

* Pupils will be taught in school how to safely use e-mail and guidance will be
provided to parents.

3.3 Published content and the school website

» The contact details on the Website should be the school address, e-mail and
telephone number.

+ The Headteacher will take will take overall editorial responsibility and ensure that
content is accurate and appropriate.

3.4 Publishing Pupils images and work

* The school has sought parental consent for any images of children that are used on
the school website.

» To ensure the children’s safety only first names will be published on the site,
particularly in association with photographs.

3.5 Social Networking and personal publishing

* The school will block/filter access to social networking sites.

* However, parents and teachers need to be aware that the Internet has emerging
online spaces and social networks which allow individuals to publish unmediated
content. Social networking sites can connect people with similar or even quite
different interests. Guests can be invited to view personal spaces and leave
comments, over which there may be limited control.



Pupils will be taught about personal safety when using social networking sites
outside the school and advised never to give out personal details of any kind which
may identify them or their location. Examples would include real name, address,
mobile or landline phone numbers, school attended, IM and e-mail addresses, full
names of friends, specific interests and clubs etc.

Pupils and parents will be advised that the use of social network spaces outside
school is inappropriate for primary aged pupils.

3.6 Managing the filters

Currently, the school use filtering through Nottingham City Schools IT Service to
ensure inappropriate material (e.g. CSE, Sexual and Extremist content) is denied to
pupils, and school will continue to monitor and block any inappropriate sites with
support from the Schools IT Service.

Monitoring supports the rapid identification of safeguarding concerns and enables
timely intervention and this is done through the use of the Smoothwall Monitor
system. Timely alerts are sent to the Lead DSL for Filtering and Monitoring and
Headteacher and are dealt with immediately in line with the school behaviour and
safeguarding policies.

Schools IT will maintain filtering and monitoring systems, provide timely filtering and
monitoring reports and complete actions following concerns or checks to systems.
They will support the Senior Leadership Team and the Lead DSL for Filtering and
Monitoring to procure systems, identify risk, carry out reviews and carry out checks.
Reviews of filtering and monitoring systems will be carried out at least annually by
the SLT, Lead DSL for Filtering and Monitoring, Schools IT and the Lead Governor
for Filtering and Monitoring.

The Computing Lead and Lead DSL for Filtering and Monitoring work alongside
Schools IT to agree blocked lists and they are able to deny access to any apps or
webpages we deem necessary. Schools IT keep up to date with any emerging
priorities in websites or apps that need blocking and block access accordingly.

If staff or pupils discover unsuitable sites, the URL must be reported to the Lead
DSL for Filtering and Monitoring, who will take measures to ensure site is blocked in
conjunction with the Schools IT Service.

The leadership team and relevant staff have an awareness and understanding of
the provisions in place and manage them effectively and know how to escalate
concerns when identified.

Detailed logs of any ineffective filtering or misuse of devices is kept securely and
updated by the Lead DSL for Filtering and Monitoring on a shared DSL folder.
These reports are shared termly with the Lead Governor for Filtering and Monitoring
and all DSLs are kept up-to-date on any incidences via DSL meetings, and access
to this log.

3.7 Managing emerging technologies

Many emerging communications technologies offer the potential to develop new
teaching and learning tools, including mobile communications, wide Internet access
and multimedia. A risk assessment needs to be undertaken on each new
technology and effective practice in classroom use developed.

Staff will receive CPD opportunities in the use of iPads and new software to ensure
effective practice.



+ Emerging technologies will be examined for educational benefit and a risk
assessment will be carried out before use in school is allowed.

3.8 Protecting personal data

 Personal data will be recorded, processed, transferred and made available according
to the General Data Protection Regulations (GDPR) 2017 and the Data Protection
Act 2018.

3.9 Remote Education and Homework

* In accordance with our Remote Education Strategy, we aim to provide the same
curriculum remotely as we do in school wherever possible and appropriate.
However, much of this will be using online platforms such as Purple Mash to record
their writing, allowing for teachers to provide children with feedback.

« Staff will ensure that resources and websites are suitable for children before setting
work.

+ Child friendly sites which we use frequently for setting homework or remote
education tasks are MyMaths, Purple Mash, Times Table Rock Stars, BBC Bitesize,
White Rose Maths Hub or Oak National Academy.

* We encourage parents to be vigilant with digital safety and ensure that children are
accessing appropriate sites while at home. Digital safety advice
will be available on our website at all times and will be clearly visible on class pages
during times of remote education.

4 Policy Decisions

4.1 Authorising Internet Access

* The Digital Safety Policy and its application and importance will be discussed and
approved by all staff.

* In Foundation and Key Stage 1, access to the Internet will be by adult
demonstration with occasional directly supervised access to specific, approved
online materials.

4.2 Assessing Risks

* The school will take all reasonable precautions to ensure that users access only
appropriate materials. However, due to the international scale and linked nature of
Internet content, it is not possible to guarantee that unsuitable material will never
appear on a school computer. The school cannot accept liability for the material
accessed, or any consequence of Internet access.

* The school should audit computing use to establish if the e-safety policy is
adequate and that the implementation of the e-safety policy is appropriate.

4.3 Handling e-Safety Complaints

+ Complaints of Internet misuse will be dealt with by a senior member of staff.
* Any complaint about staff misuse must be referred to the Headteacher.



Complaints of a child protection nature must be dealt with in accordance with school
safeguarding and child protection policy and procedures.

5 Communication

5.1 Introducing the Digital Safety Policy to pupils

All pupils will be taught about digital safety regularly and will help to design posters
about safety rules. The e-safety lessons will be structured around the Purple Mash
scheme of computing work. We will also use resources from ThinkUKnow to help
educate pupils about digital safety.

Pupils and parents also receive access to the Safer Schools app which is designed
to empower and educate them in staying safe online.

Digital safety rules will be displayed in rooms with Internet access.

Pupils will be informed that network and Internet use will be monitored.

An e-safety training programme will be introduced to raise the awareness and
importance of safe and responsible Internet use.

Instruction in responsible and safe use should precede Internet access.

5.2 Staff and the Digital Safety Policy

The Digital Safety Policy and its application and importance will be discussed and
approved by all staff.

Staff should be aware that Internet traffic can be monitored and traced to the
individual user. Discretions and professional conduct are essential.

Staff understand the importance of identifying, intervening in and escalating any
concerns regarding content, contact, conduct and commerce as stated in the
Keeping Child Safe in Education guidance.

Staff understand the appropriateness of use of their own personal devices such as
smart phones and watches as detailed in the Staff Code of Conduct. Staff are
provided with an iPad to use for taking photographs of children’s work and
engagement with learning.

5.3 Parental Involvement

Internet use (including online gaming) in pupils’ homes is increasing rapidly. Unless
parents are aware of the dangers, pupils may have unrestricted access to the
Internet.

Parents’ attention will be drawn to the school’s Digital Safety Policy in newsletters,
the school prospectus and on the school website.

Parents also have access to the Safer Schools app which is designed to support
and educate them in keeping their children safe online.

Internet issues will be handled sensitively, and parents will be advised accordingly.
A partnership approach with parents will be encouraged and guidance on Internet
use in the home will be issued.

The following sites are useful for parents to find out more about e-safety or to use with
their children.



https://www.saferinternet.org.uk

https://www.ceop.police.uk/safety-centre

https://www.nspcc.org.uk/keeping-children-safe

https://parentzone.org.uk/ https://www.thinkuknow.co.uk/



https://www.saferinternet.org.uk/
https://www.ceop.police.uk/safety-centre
https://www.nspcc.org.uk/keeping-children-safe
https://parentzone.org.uk/
https://parentzone.org.uk/
https://www.thinkuknow.co.uk/
https://www.thinkuknow.co.uk/

Appendix 1

Online Safety Incident Reporting Log

Action Taken

By Whom?




Appendix 2

Safe Use of Digital Devices

v Children must be supervised at all times when using a device

v" Ensure children sit in a position where you can see their
screens easily

v" Regularly check in on each pupil to ensure they are using the
device responsibly

v During reward time make sure children show you what games
they are playing on and check their suitability

v Remind children regularly on what to do if they see something
upsetting or inappropriate — turn off the screen immediately
and tell an adult

How to report a concern:

» First ensure the child's safety — secure the device and
confiscote if necessary

» Report any safeguarding concerns immediately to:
Mrs Lineker  Lead DSL for Filtering and Monitoring
In her absence report to any other DSL and log using My
Concern

» If there is an issue with the filtering (e.g. blocking educational
sites you need) or the devices, then please report to:
Miss Roomel Computing Lead

» If necessary, contact parents to inform them (check first with
a DSL/SLT)




If you see something
upsetting online

Close the laptop.

Put down the iPad or phone.

Stop what you are doing.
Do not click on the page or
reply to the message.

Do not show your friend.

Tell a grown up
straight away.




